Computer Science

Computer Science is the study of how computers and digital systems work, how data is represented and processed, and how problems can be solved using computational thinking and programming. Through the OCR J277 GCSE Computer Science course, students develop a secure understanding of the key principles of computer systems, algorithms, programming, data representation, networks, cyber security, software, and the wider ethical, legal, cultural and environmental impacts of digital technology.

Our department aims to develop students who are confident, logical and resilient problem solvers. Students are encouraged to think analytically, break problems down into smaller parts, recognise patterns, design algorithms, and create coded solutions using appropriate programming techniques. They will gain repeated practical experience of writing, testing, refining and evaluating programs, helping them to become independent learners who can approach unfamiliar challenges with confidence.

The course also enables students to understand the hardware and software that underpin modern computer systems, including the CPU, memory, storage, embedded systems, operating systems, utility software and networks. Students learn how data is stored, transmitted and protected, as well as how cyber security threats can be identified and reduced. This gives them a strong foundation in both the theoretical and practical aspects of Computer Science.

Students are taught to use accurate subject vocabulary and to explain technical concepts clearly in both written and verbal responses. They develop the ability to evaluate the impact of technology on individuals, organisations and society, including issues linked to privacy, legislation, environmental concerns and responsible use of digital systems.
By studying GCSE Computer Science, students are prepared for further study, employment and life in an increasingly digital world. The course supports them in becoming responsible, competent, confident and creative users of technology, while also developing valuable transferable skills such as logical thinking, problem solving, independence, teamwork and perseverance.


For more information about our ICT, Business Studies and Computer Science curriculum, please contact the Head of Department at izaak.ritchie@consilium-at.com
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List of covered content:
Component 1: Computer Systems
· 1.1 Systems Architecture – looking at the internal hardware of a computer, including the CPU, the fetch-execute cycle, CPU components such as the ALU, CU, cache and registers, Von Neumann architecture, CPU performance and embedded systems.
· 1.2 Memory and Storage – understanding how computers store data, including RAM, ROM, cache, virtual memory, secondary storage, storage devices, units of data, binary, hexadecimal, characters, images, sound and compression.
· 1.3 Computer Networks, Connections and Protocols – exploring how computers connect and communicate, including LANs, WANs, network hardware, client-server and peer-to-peer networks, the internet, DNS, cloud computing, network topologies, wired/wireless connections, IP/MAC addresses and common protocols.
· 1.4 Network Security – looking at threats to computer systems and networks, including malware, phishing, brute-force attacks, denial of service attacks, data interception and SQL injection, as well as prevention methods such as firewalls, anti-malware, passwords, encryption and access levels.
· 1.5 Systems Software – understanding the role of operating systems and utility software, including user interfaces, memory management, multitasking, peripheral management, user management, file management, encryption software, defragmentation and data compression.
· 1.6 Ethical, Legal, Cultural and Environmental Impacts of Digital Technology – considering how technology affects individuals and society, including privacy, environmental impact, cultural issues, legal issues, open-source and proprietary software, and laws such as the Data Protection Act, Computer Misuse Act and Copyright, Designs and Patents Act.
Component 2: Computational Thinking, Algorithms and Programming
· 2.1 Algorithms – developing problem-solving skills through abstraction, decomposition and algorithmic thinking, including writing, interpreting, correcting and refining algorithms using pseudocode, flowcharts, trace tables, searching algorithms and sorting algorithms.
· 2.2 Programming Fundamentals – learning the core building blocks of programming, including variables, constants, inputs, outputs, assignment, sequence, selection, iteration, operators, data types, casting, string manipulation, file handling, arrays, records, SQL, sub-programs and random number generation.
· 2.3 Producing Robust Programs – learning how to make programs reliable, readable and secure, including defensive design, anticipating misuse, authentication, input validation, maintainability, naming conventions, indentation, commenting, syntax errors, logic errors and test data.
· 2.4 Boolean Logic – understanding how computers use logic, including AND, OR and NOT gates, truth tables, logic diagrams and combining logic gates to solve problems.
· 2.5 Programming Languages and Integrated Development Environments – comparing high-level and low-level languages, understanding translators, compilers and interpreters, and using IDE tools such as editors, error diagnostics, run-time environments and translators.

	COMPUTER SCIENCE

	YEAR 10

	ELECTRONICS
	ALGORITHMS
	INTERLEAVING AND EFFICIENCY
	PROGRAMMING PROJECT
	REVISION OF CONTENT
	

	Investigate Boolean logic and how data is stored in all formats

Learn about the different types of compression and how they affect storage

Examine encryption methods and how they help with security issues
	Investigate how a computer searches and sorts through data, and how to program more complex algorithms

Investigate binary and liner searchers, and bubble, insertion and merge sort algorithms and their implementation
	Bring it all together and learn the tools to help with programming, how to test and how to use defensive design

Study interleaving topics to get a broader understanding of the world of computer science
	Complete a programming project combined with revision activities of content from the previous year

Learn the whole process of software development and review
	Revise the content for the course building up to the examinations through a range of different techniques
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